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ProSmart Project - An outlook on
Laboratory developments for IEC61850
based communication and protection

Part 1 — Overview of NTNU ProSMART Project and
Real-Time HIL Testing of IEC61850 based pProcessor
Hardware.




ProSMART Project

Recommendations
Distributed energy resources
Wide-area protection

Relay laboratory
Communication



IEC61850

IEC 61850 is designed to
work inside the substation
and assist SCADA systems
with  faster update on
measurements and status
messages.

Station Bus: transfer GOOSE
messages (e.g. a Trip) from
the Protection Device to an
Intelligent Electronic Device
(Typically a breaker or a
relay).

Process Bus: send sampled
values (SV) of V,I from the
Merging Unit to the
Protection device.

Communication

Infrastructure

[8-1,8-1,8-2]

+ GOOSE

« MMS

» Sampled
Values

Information Models [7-4)

Base Model: Common Datz Classes [7-3]

Abstract Communication Service Interface

AMetz Model
[7-1.7-2)
o Logical Node
o Data Class

Overview and Requirements [1-3]

Coafiguration
Language [6]
« SCL

baszed)



IEC61850

Control Center HMI Ia? . . || Engineering

[ S\ [ S\

.

IEC 61850-8-1
Router

e R N

Bay Relay | | Relay Bay Relay | |Relay
Controller A B Controller A B
___l __,/ ___I __,/
Modern Modern Modern Modern
Switchgear CT/VT's Switchgear CT/VT's

IEC 61850-8-1 and
IEC 61850-9-x

» Station Bus — Ring & Process Bus - Star




@ NTNU Laboratory Developments

NTNU

Internet Access with VPN

RACK 1 RACK2
RED670 .............. REGETD
OPAL-RT Back Panel :
E RED670 RET670 ———

] SEL2488

OP5963 || . |] Spectracom @ PRSI — S| =l |8

REF615 REF615

; [ .
4| RuggedComm RS900 ‘ i RuggedComm RS2200 P \ ]
; P
P | —— ——| RuggedComm R$2200

P SAME00| |SAME00 i

| IEC61850 - Station & Process Bus | i VT T

................. [ 1PPS Signal to all IED from SAM600_TS | i I

‘ GPS Signal from Antenna ‘ SAM600

IEC61850-9-3 PTP from SEL2488 to SAM600_TS | Semmm——— g L

ISettings Bus l . ....................... ..............................................




@ NTNU Laboratory Developments

NTNU

Internet Access with VPN

RACK 1 RACK 2
REDG?’O .............. REGG7O
OPAL-RT Back Panel
E RED670 RET670
OP5963 || . Spectracom ﬁ et et st
00 e SEL2488
P M T REF615 | | REF615
4| RuggedComm RS900 RuggedComm RS2200 \ ]
| P
P —— ——| RuggedComm R$2200
liblEC61850 implemented on STM32F7 SAMG600| |SAM600 i
ey VT CT
s ) SAMG00
[ T P [m ) ...................... _Ts

P based
IED for HIL
testing




IEC61850 — Implementation on the
MProcessor

Sampled Values o .

Receive Sampled Value
measurements from
the substation bay

level.

Estimate the phase,

angle and frequency

Filter the unwanted

frequencies and
compensate data loss.

Microcontroller

Detect and Protect

the network from
faults.

Trip the breakers by

GOQOSE Message

Ethernet frame R R =]} |

with SV

Hardware Abstraction
Layer
(drivers responsible for
low level Ethernet
peripherial
management)

liblIEC61850
(functions decoding and
extracting information
from received ethernet
frame with SV)

Protection logic
(VVS, ROCOF)

[:j Trip




Phasor estimation methods
implemented

F u | | C C | e D FT : Frequeincy responsle of cosine apd sine fouri‘er filter

=—Cosfilter | |
= Sin filter

Least squares error

V=a1xX1 +azxy + -+ anxy

Lol
v(.n) - a,;l oo Do




Frequency estimation methods

implemented

/

FREQUENCY ESTIMATION

N\

Zero crossing

tn-1-Vn —tn- Vo
Va — Va-1
1
2“:(' — Lzclast)

Adjustment of points to pure
sine wave eq.

1 i Vn—'.’ + “:.n
= - COS ————
f=omm @ Ty

Discrete fourier transform

Qp — Qp—-1

=5

- Jo

Y=

Least squares error

—_1‘1—

(f-fo)=Af=—=

apy @p2 Qo3 Qo4 Qo3 Qo6 oo
ai a2 a3 a4 a1 a6 1'-
L3
T4
s
_(l nl 4n2 QQp3 QAQp4 QaQp5 A n6 | T

L9 (f - f())‘fm('o-“(—)

T V,nc0s0




Frequency estimation in RT-HIL
simulations of islanding cases

Frequency estimation

50.2 |

[4)]
o ©
QO -

Freq [Hz]

| | | 1 1 I | | 1 1
052 054 056 058 06 062 064 066 068 0.7
Time [s]

Rate of change of frequency

6 -
L ——DFT

4 — | ES
— 2t —ZC
1]
y —— APSW
L0
S
Q2T hr
)
'l 4 F

-6 I

-8 L 1 I J

0.5 0.55 0.6 0.65 0.7

Time [s]




Results

£ Capturing from Ethernet v GOOSE
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
M . b APPID: ®x@lel (1099)
(mae R Q&= =aaaw
(R Avoly » display fiter _<Gir- Length: 183
No. Time Source Destination Protocol  Length Reserved 1: @00 (@)
Reserved 2: CuOM (0)
> Frame 888: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits) on v goosePdu
v Ethernet II, Src: 00:af:31 ( :00:af:31), Dst: Dell ©06:57:7c v v . an
» Destination: Dell_@6:57:7c (84:7b:eb:@6:57:7c) gocbRef: sisplelOGenericlO/LINGSGOSgcbAnalogValues
Source: 80:00:00_00:af:31 (00:00:00:08:af:31) timed] lowedtolive: @ .
T datSet: simplelOGenericI0/LLNISARILOgYALoes Wireshark capture
i @x@3el
Length: 183 £oID: simplelOGenericlO/LLNGIGOSEcbAN lOgValues
Reserved 1: ©x0000 (@)
Reserved 2: 60600 (8) t: Jan 1, 1970 00:16:40. 000000000 UTC (0] rame
v goosePdu
gocbRef: simpleIOGenericIO/LLN@$GOSgcbAnalogValues sthus |
timeAllowedtoLive: @
datSet: simpleIOGenericIO/LLN@$AnalogValues ‘w ¢
goID: simpl 1c10/LLNO$SGOS logValues ® -
t: Jan 1, 1970 00:16:40.000000000 UTC test ‘ls'
sthum: 1 conflev: 1
sqNum: @
test: False ndsCom: False
confRev: 1
ndsCom: False nmusDatSetintries: 3
numDatSetEntries: 3 .
allbata: 3 items aliData: ) itemss
il STM Studio New config* — [m] X
File Run Views Options Help
W W 3 (ST-Link SWD P h tt d t. t d f SV
e | Variewer aSor magnitude estimated 1rom S
Display Variak Write Variables )
Display Variables settings : M ethemet = a %
| Name Address Type .. m: He Gt Yew o Copwre dnehme o Teophony Wrsess Took e
| ¥ehasor. . G:IOU0. Toat ] - Admie RG] === = =4@aqag
(W] Aosly a cisolay Q E3 -] bression.. +
i . Time. Destination Protocol Length Info £od
i N . ~ et 69 0.016987 Steicroe 00:00:00  IEC61850 Sampled Values 123
Mn Ex T e 78 0.017237 Stmicroe_00:08:60  IEC61850 Sampled Values 123
ame pres... Type e 71 0.017869 Stmicroe_69:00:00  IEC61850 Sampled Values 123
72 6.017869 Stmicroe_69:00:60  1EC61350 Sampled Values 123
N 1 = 73 0.017924 Stmicroe ©0:00:00  IEC61858 Sampled Values 123
Name Acq... Fun.. Scope ... x5 74 8.018178 Stmicroe_00:08:60  IEC61850 Sampled Values 123 ]
Zm = 2
T = APPID: @x4600 ”
Name Fun.. Type Des... ... 2 Length: 19
=0 Reserved 1: 0x0000 (2)
s Reserved 2: 0x0000 (8)
Viewers settings i ¥ savPdy
9 . noASDU: 1
General  Display ~ s © seqASDU: 1 iten
Point Viewer VarViewerlas ( i v ASDU
SvID: OPALRT_MUBL
VarViewerl Hevadecimal [ = sapCnt: 636
= 2 o confRef: 1
List of Variables o smpSynch: none (@)
phasorMag_DFT seqData: @elel
u ~
" 22 82 el 60 92 B0 09 60 00 B0 90 00 BB ba 40 @8
\ 6616 00 6d 00 00 00 00 60 63 89 O1 Il a2 Se 30 Sc 80
v 2800 2000 500 10,000 12500 15000 17 500 20000 50 25000 7,500 22 @b 4F 50 41 4c 52 54 5f 4d 55 30 31 82 €2 @3 44
Time 53 04 00 00 00 01 85 01 02 57 48 00 1c 17 bf 80
0 20 92 00 02 d1 43 60 00 00 0@ ff el 16 fe 80
b > il 2] ! @ 69 60 €0 00 0O 0P 99 09 69 00 00 A0 46 &7 60
0 60 60 00 00 54 0B 00 00 00 0 Ff FF 25 71 00
0 00 99 60 00 99 00 60 00 00 0O

@ 7 INTEGER 0 65535 (sv.noASDU), 1 byte Packets: 19939 ° Displayed: 19939 (100.0%) Profile: Default




Future Aspects

Algorithms:

* Sampled Values Estimation using
Kalman filter.
Implementation of Dynamic filter

Applications:

* Multi-Terminal Line Differential
protection based on IEC61850,
to remove vendor dependency.
UPMU & IED design based on
IEC61850, to design DER
protection algorithms.

to address communication issues
related with publishing sampled
values in wide-area.

------ Station Bus for Breaker Control

------ System Measurements Via Process Bus
IEC 61850 Based Micro-PMU and IED based on

[ | Circuit Breaker STM32 Embedded Board
Distributed Energy Resource
Connected Load ! —]
O Ethemet Swlilch Configured flo! 1EC61850 )

Opal-RT Simulator

HV GRID HV/MV

e
:<f

<




IEC61850 based Wide-Area Network
Setup

R-SV—

Estimation
Logic

Wide-Area
Network

R-SV




ProSmart Project - An outlook on
Laboratory developments for IEC61850
based communication and protection

Part 2 - Laboratory tests of New Protection Schemes
using Co-Simulation Platform.
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Hardware-in-the-loop relay testing

REAL-TIME SIMULATOR RELAY UNDER TEST

Faster and reliable results due to availability of actual power system
model and components.

Solving the problem in presence of actual environmental conditions, such
as noise, none ideal conditions as well as hidden or neglected
factors which may be concealed in simulation-only techniques.
|[dentification of factors when accomplishing the solution through
replication of experiments.

Compare different solutions and approaches in the existing power
system.



NTNU

Communication network inclusion in
HIL tests

COMMUNICATION NETWORK
EMULATOR REAL-TIME SIMULATOR RELAY UNDER TEST

Validation and deployment of new protective schemes involving
communication technologies.

Investigation of communication network parameters appearing
at intra/inter substation traffic and their impact on protection
performance.

Real time simulator has limited ability to simulate communication
network impairments.



Communication network emulator

Click Modular Router

a software framework for building flexible and configurable
routers

» Flexibility
— Adding new features to enable experimentation

« Openness
— Allow users to build and extend

« Modularity

— Simplify the composition of existing features & addition of new
features

Emulator is capable of:

« Controlling communication properties between multiple
source relays and destination relays.

« Impairing specific subsets of the network traffic.

« Changing delays, jitters and packet corruption in real time.
« Bandwidth restriction.

« Emulation different queueing schemes and traffic priorities.



-time HIL test platform at NTNU

. Opal-RT simulator

. ABB Relion 670 relays
. OMICRON CMC 356
. IEC61850 based
communication network

- W -

~ Station layer

5. Host PC and HMI for Opal
simulator and network analyzer
6. Communication switch
emulator-Click and Network
analyzer-Wireshark

7. Host PC and HMI for PCM
600 and ABB relays



@ Application example:
R problem statement

« Testing of impedance protection with

compensation of fault impedance and DG infeed
current.

e Problem:

|~ 21 I ? '\\—'ll/fs Ar Q ?
N LN



@ Application example:
MR problem solution

« Universal communication based compensation method
(interphase faults), ISGT 2017

* No need in information about detailed multitapped system
topology and loads

@

T o1 T (

\

—

DG
Local R ¢
measurements emote
measurements

U [ Communication

21 _ DG
—= =7+ Zf ] + £~ Compensator |+— network
1 21 1 21




@ Application example:
test setup

@

OPAL-RT

Communication
network
emulator

MU3

= e B =
| MU |
IEC 61850
? A ? L | |
: I | T | Ethl, SV
> |
| ‘ MU2 |
[EC 61850
| |
2V Suheeriber Eth2, SV
» Compensator — S\"_:?'L 12;;,81:();1 < =
Eth3, SV

IEC 61850

Tripping signal

GOOSE Subscriber

IEC 61850

Eth4, GOOSE

Switch

o BT =P

ABB
RED670




@ Results: no network imperfections

NTNU

(7)
P @oteg @
(6 )P
S

100 , . . * Proper appearance of

kot i tripping signals for all fault

50} J locations (except adjacent
feeder) and different fault
resistances
* Acceptable operation time
] Zone ' '  Impact on fault location
accuracy:
— Overreaching (tripping
s , , : signal is always
2229 222.95 223 223.05 2231 present)

time,s

|Z],©2

0 1 Il 1
222.9 222.95 223 223.05 223.1

1.5

1+F

trip

0.5}

0
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Results: impact of jitters on protection
performance

Percentage of successful tripping (Zone1/Zone2) among 30
consecutive faults

Fault Low-ohmic faults High impedance faults
location |Jitters 0.1-0.5 ms| Jitters 1-56 ms | Jitters 0.1-0.5 ms| Jitters 1-5 ms
1 100%/100% 100%/100% 100%/100% 6.7%/53.3%
2 100%/100% 100%/100% 100%/100% 3.3%/13.3%
3 100%/100% 100%/100% 40%/100% 10%/26.7%
4 100%/100% 13.3%/100% 0%/100% 3.3%/20%

Dependability analysis in case of unsynchronized signals (i.e. no GPS)




Results: impact of data loss on
protection performance

* Low-ohmic fault at the middle of the feeder
« Packets of sample values from DG are dropped with
probability 20% and 80%

10

B ean real
[ mean imag
g | | I st

error,km
S

Zone1-100%
2t Zone2-100%

0*

20% 80%
Packet loss probability

Zone1-96.7%
Zone2-100%




